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The EU General Data Protection Regulation

What 0s new? What os di fferent ”~
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Privacy by default & design CEuroSTAR

Personal Information to be kept only for the time a servicésfson’s
provided

Transparency
Provide information in a concise, transparent way
Right of access and rectification

Access to personal data and possibility to correct data
Right to withdraw

As easy to withdraw as to give consent
Right to erasure

Del ete personal data without del :




Consent as a Product

More than just technical challenges
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Technical Overview
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é and leads to a few important design choices CEuroSTAR
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N Pr o vlabbk,esecare,andscalablep| at f or m based on open st anc
business and to easily deploy Its services to
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Private tenant Continuous delivery

Infrastructureas-a-service Microservices

AP first Security by design Privacy by default



1. Codebase

2. Dependencies

3. Configuration

4. Backing services (high)
5. Build, release, run

6. Processes

7.Port binding CEuroSTAR

#esconfs
8.Concurrency

9.Disposability
10Dev/prod parity
11Logs

12 Admin processes

Source: https://12factor.net/



Our 10 commandments

1. Our service Is used primarily by consumers. Excellent
look and feel and great and simple user experience are
essential.

2. We deliver a generic service, that must be configurable
per customer 0s request.

3. We design, develop, test and run a security service.

4. We design, develop, test and run a service for use by
tens of millions of users.




Our 10 commandments

5.A deployed tenant works out of the box and does
not need configuration.

6. All our application- and platform code is fully
documented.

/.We test functional, non-functional and security
aspects of our product.




Our 10 commandments

8.We keep changes small and iterate often to ensure
visibility in the development process.

9.We aim for continuous deployment. Our code must
be accordingly designed and developed.

10.We develop Microservices, API-first and keep a
consistent, versioned API.



Testing Considerations

Strategies, Challenges, Outcomes
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1. A different way of using pyramids
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2. Scales over Pyramids

N Feature A offers the possi dhel it
flyo
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Tests

System Tests (Performance)

Integration Tests

Disclaimer
Length represents effort/feature Unit Testing



3. Tackle and avoid ambiguity

ASemiotic engineering improves users interpretation through
communication

AThe un-automatable world of REST APIs



3. Tackle and avoid ambiguity



